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Description 

METHODS AND SYSTEMS FOR LOCATING REDUNDANT TELEPHONY 
CALL PROCESSING HOSTS IN GEOGRAPHICALLY SEPARATE 

LOCATIONS 

Related Applications 
This application claims the benefit of U.S. Provisional Patent Application 
Serial No. 60/412,513, filed September 20, 2002, the disclosure of which is 
incorporated herein by reference in its entirety. 



Technical Field 

The present invention relates to methods and systems for locating 
redundant telephony call processing hosts, such as redundant media gateway 
controllers and redundant SIP proxy servers, in geographically diverse 
15 locations. 



Background Art 

Active and standby configurations are often used in telecommunications 
networks to increase network reliability by reducing the likelihood that failure of 
20 one device will disable communications in the network. IP telephony call 
processing hosts, such as media gateway controllers, have been deployed in 
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redundant pairs. However, these redundant pairs are often located in the same 
physical frame, making the active and standby host susceptible to 
simultaneous failure due to a power outage, fire, or other occurrence at the site 
where the physical frame is located. 

As used herein, the term "telephony call processing host" refers to a 
physical entity in a telephony network, and the term "telephony call processing 
node" refers to a logical entity in a telephony call processing network. A node 
may include two or more physical hosts, where the hosts are located in the 
same or in different geographic locations. When a node consists of two 
redundant hosts, each host may also be referred to as a half-node. 

For simplicity, the present invention will be described in terms of nodes 
consisting of two hosts. However, the methods and systems described herein 
may be applied to N hosts, where N may be greater than two. 

In conventional telecommunication systems, media gateway controllers 
were redundantly deployed at single locations, but not at geographically diverse 
locations. Providing redundancy at geographically diverse locations introduces 
problems because communicating state information in a manner sufficient to 
enable reliable switchover is problematic when the hosts are located in remote 
locations. 

Accordingly, there exists a need for improved methods and systems for 
providing redundant telephony call processing hosts at geographically diverse 
locations. 
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Disclosure of the Invention 
According to one aspect of the invention, a dual-host telephony call 
processing system includes one active and one standby host. In case of a 
hardware or software failure, a switchover occurs and the two hosts switch 
5 roles. Prior to the present invention, telephony call processing hosts were 
deployed in the same physical frame, at the same location. Therefore, this 
solution did not offer redundancy for a complete site failure, for example an 
earthquake that affects a building. The typical solution for providing site 
redundancy was to use two multi-host nodes, one at each site. But this has 
10 several disadvantages: it doubles the cost of the solution, and it also 
complicates the network topology (provisioning and maintenance). 

To provide for site redundancy, two telephony call processing hosts may 
now be deployed in two different frames, located at different sites. This can be 
done using the same application software that the telephony call processing 
15 hosts normally uses; however, some aspects of the network architecture 
(topology), as well as the network configuration, are different in a multi-site 
solution. 

In a site-redundant configuration, half of the telephony call processing 
equipment is located at one site and the other half is located at another site 
20 (e.g. in two different buildings or even in two different cities). This includes 
distributing a call processing node (two physical hosts) between the sites and 
exchanging state information from one of the telephony call processing hosts to 
the other telephony call processing host. If any site suffers a complete failure, 
one of the two LANs is still available for communications. Two LAN switches 
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are required to provide redundant LANs at each site. Also, two routers are 
required so that both telephony call processing hosts have redundant 
connections to the service provider's network. 

Interconnecting the LAN segments is relatively simple to do when the 
5 two sites are in two locations that are close enough to each other. In this case, 
an extended LAN connection can be provided. If the two sites are located far 
away from each other, possibly in different cities, then the interconnections 
must be provided over WAN links. This solution involves transparent LAN 
bridging over a WAN, which is the technique of interconnecting LAN segments 

10 over a WAN such that, together, they still form a single IP subnet (the same 
LAN). With the introduction of site redundancy, a new, standardized IP 
addressing scheme has been implemented. This scheme is consistent for 
either the normal or site redundant configuration. The scheme is flexible in that 
it can fit into an existing customer network, as long as two blocks of IP 

1 5 addresses can be allocated to the telephony call processing host components. 

An additional feature of the invention is the ability to provide additional 
redundancy by adding a half system (single host). In a network where multiple 
nodes are present (for example, N dual-hosts, i.e. 2N hosts), splitting nodes 
between sites has the benefit of if a site fails (e.g., due to a natural disaster), 

20 service can be preserved. This means that one can use only 2N hosts instead 
of the 4N hosts that would be required if dual hosts are provisioned at each 
node. However, a disadvantage of using one host in each geographically 
separated site is that repairing the failed site can take a long time, during which 
the remaining host runs in simplex mode, where it is vulnerable to normal 
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hardware/software failures. To overcome this problem, one implementation of 
the invention includes adding an additional half-system (one host) that can take 
over the role of any other failed host in the system, at any time. Adding a half- 
node at one site provides the benefits of a 4N-hosts full redundant solution, but 
5 uses only 2N+1 hosts. For example, if a system has N=1 dual host or 2 single 
hosts and a second backup host that can take over for either of the single 
hosts, the system has the same reliability with regard to site outage as a 
system with 2 dual hosts in separate locations. Given that these systems are 
expensive, sometimes costing millions or tens of millions of dollars, this 

10 represents a substantial savings. 

The site redundancy concept can be extended to any telephony call 
processing node, such as a SIP proxy server, an H.323 gatekeeper, a 
telephony feature server that terminates the media stream and provides 
telephony services, such as call waiting or call forwarding, or a telephony 

1 5 application server that provides database-related telephony services, such as 
number portability. Providing multi-site redundancy between any types of IP 
telephony call processing hosts is intended to be with the scope of the 
invention. 

Accordingly, it is an object of the invention to provide methods and 
20 systems for distributing a telephony call processing node among geographically 
separate locations. 

It is another object of the invention to provide methods for addressing 
signaling messages to a geographically distributed telephony call processing 
host that avoid the need to reconfigure backbone routers. 
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Some of the objects of the invention having been stated hereinabove, 
and which are addressed in whole or in part by the present invention, other 
objects will become evident as the description proceeds when taken in 
connection with the accompanying drawings as best described hereinbelow. 

5 

Brief Description of the Drawings 
Preferred embodiments of the invention will now be explained with 
reference to the accompanying drawings of which: 

Figure 1 is a block diagram of an exemplary network architecture for 
10 providing geographically separate redundant telephony call processing hosts 
according to an embodiment of the present invention; 

Figure 2 is a block diagram illustrating LAN bridging suitable for 
interconnecting geographically separate redundant telephony call processing 
hosts according to an embodiment of the present invention; 
1 5 Figure 3 is a block diagram illustrating transparent LAN bridging over a 

WAN suitable for communicating between geographically separate redundant 
telephony call processing hosts according to an embodiment of the present 
invention. 

Figure 4 is a block diagram illustrating Ethernet to ATM bridging in a 
20 WAN access router at one host of a pair of geographically separate redundant 
telephony call processing hosts according to an embodiment of the present 
invention; 

Figure 5 is a block diagram illustrating exemplary ATM switched 
permanent virtual circuit bridging between geographically separate redundant 
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telephony call processing hosts according to an embodiment of the present 
invention; 

Figure 6 is a block diagram illustrating bridging using a customer's IP 
network between geographically separate redundant telephony call processing 
hosts according to an embodiment of the present invention; 

Figure 7 illustrates another example of bridging in a customer's 
interconnecting routers between geographically separate redundant telephony 
call processing hosts according to an embodiment of the present invention; 

Figure 8 is a block diagram illustrating bridging in a customer's 
interconnecting routers to interconnect geographically separate redundant 
telephony call processing hosts according to an embodiment of the present 
invention; 

Figure 9 illustrates exemplary bridging performed in an isolation router 
between geographically separate redundant telephony call processing hosts 
according to an embodiment of the present invention; 

Figure 10 is a block diagram illustrating bridging performed by isolation 
routers between geographically separate redundant telephony call processing 
hosts according to an embodiment of the present invention; 

Figure 1 1 is a block diagram illustrating conventional subnet masking; 

Figure 12 is a block diagram illustrating exemplary LAN/side subnet 
masking performed in isolation routers that interconnect geographically 
separate redundant telephony call processing hosts according to an 
embodiment of the present invention; 
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Figure 13 is a block diagram illustrating exemplary routing assuming 
standard subnet masking; and 

Figure 14 is a block diagram illustrating exemplary customer routing 
assuming LAN/side subnet masking and site redundancy between telephony 
5 call processing hosts according to an embodiment of the present invention. 

Detailed Description of the Invention 
The present invention includes geographically separate redundant 
telephony call processing hosts and a novel addressing scheme that eliminates 

10 the need to update routing tables in an interconnecting customer network. 
Figure 1 illustrates an exemplary network architecture for providing 
geographically separate redundant telephony call processing hosts according 
to an embodiment of the present invention. In Figure 1 , a first telephony call 
processing host 100 resides at site A 102 and a second telephony call 

15 processing host 104 resides at site B 106. Telephony call processing hosts 
1 00 and 1 04 may be any type of packet telephony call processing hosts, such 
as media gateway controllers, SIP proxy servers, H.323 gate keepers, etc. 
Other equipment performing collateral telephony functions (such as Tones and 
Announcement Servers - TAS) may also be distributed between sites. Sites 

20 1 02 and 1 06 may be separated by any suitable geographic distance to ensure 
site redundancy so that a natural disaster at one site has a reduced likelihood 
of affecting the other site. 
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In order to provide a high-speed, redundant interconnection between 
hosts 100 and 104, hosts 100 and 104 are interconnected via two LANs, LAN 1 
and LAN 2 bridged over a WAN. In the illustrated embodiment, both LAN 1 
and LAN 2 are distributed between site A 102 and site B 106. That is, LAN 1 
5 has a first side located at site A and a second side located at site B. Similarly, 
LAN 2 has a first side located at site A and a second side located at site B. A 
novel subnetting scheme that allows routers to distinguish between the LAN 
and side for each LAN/side illustrated in Figure 1 will be described in detail 
below. 

10 Communication from site A 102 to site B 106 via LAN 1 occurs using 

LAN switch A 108, router A 110, LAN switch A1 112, and router A1 114. 
Similarly, communication between site A 102 and site B 106 via LAN B occurs 
via LAN switch B 116, router B 118, LAN switch B1 120, and router B1 122. 
Also shown in Figure 1 is a customer's interconnecting IP network 122 

15 including a plurality of routers 124, a media gateway 126, and a SIP proxy 
server 128. As will be described in more detail below, one method for 
interconnecting site A and site B according to the present invention reduces the 
need to update the routing tables in each of the routers 124. 

In one exemplary implementation, interconnection between redundant 

20 telephony call processing sites can be implemented using transparent LAN 
bridging over a WAN. Figure 2 illustrates exemplary configuration of a router in 
the interconnecting WAN for transparent LAN bridging using a bridge virtual 
interface (BVI) group. Normally, a router cannot have more than one interface 
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connected to the same LAN, i.e., with the same IP address and subnet mask. 
However, if these interfaces connect to different segments of the same LAN, 
they can be interconnected and declared part of the same bridge virtual 
interface group. A bridge virtual interface group is a collection of interfaces on 
5 a router which together act as a single interface connected to a single subnet. 
For IP routing purposes, the interfaces in the BVI group share a single subnet 
address mask that correspond to the virtual subnet (LAN) consisting of several 
segments. 

Referring to Figure 2, a router 200 includes three interfaces, 11, 12, and 
10 13. The routing function in router 200 delivers IP packets between the 
interfaces based on the destination IP address. When an IP packet is 
delivered to 11, which is a BVI, the bridging function determines to which 
physical interface within the bridge it must deliver the packet. To support this, 
the bridging function maintains an internal ARP table associated with the BVI, 
15 which specify the IP addresses that have been associated with the MAC 
addresses via ARP broadcast. The ARP table also indicates which physical 
interface within the BVI the ARP broadcast has been received. 

In Figure 2, the bridge virtual interface interconnects LAN switch A 108 
and LAN switch A1 114. LAN switch A 108 and LAN switch A1 114 are on the 
20 same subnet 200.1 but are connected to different interfaces on router 200. 
The bridge virtual interface feature of router 200 enables such interconnection 
to occur. 
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While Figure 2 illustrates bridging between geographically separate 
subnets using a single router, in most situations, the interfaces that need to be 
bridged are located remotely from each other. Therefore, bridging over a WAN 
is required. Figure 3 illustrates a generic solution for transparent LAN bridging 
5 over a WAN. In Figure 3, LAN switches LAN switch A 108 and LAN switch A1 
114 need to be bridged. The bridging is performed by router A 110 and router 
A1 114. Exemplary protocols for performing the WAN bridging will be 
described in more detail below. 

Depending on the facilities within the interconnecting IP network, 
10 redundant telephony call processing hosts can be bridged in a number of 
different manners. Three methods for bridging between geographically 
separate redundant telephony call processing hosts will now be described in 
detail. The first two methods use the interconnecting or customer equipment. 
The third method uses the isolation routers. 

15 

Bridging Performed in Interconnecting Customer Equipment (Variant 1) 
Figure 4 illustrates exemplary bridging performed by a customer router 
124 and customer WAN switch 400. In Figure 4, IP traffic that needs to be 
bridged from LAN switch A 108 enters router 124 over an Ethernet interface. 
20 Router 124 has a WAN interface, such as a point-to-point ATM link, to switch 
400, which is the first switch in the WAN. Bridging is performed over a 
dedicated permanent virtual circuit (PVC) on the ATM link. The permanent 
virtual circuit will be defined by a VPI.VCI value, such as 0.100, shown in Figure 
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4. The Ethernet interface from LAN switch A 108 and the ATM PVC used for 
bridging must be part of the same bridge virtual interface group. 

On the WAN switch, bridged traffic incoming on VPI.VCI 01 .100 must be 
relayed over the WAN to the switch connected to the customer router on the 
5 remote end of the connection. Figure 5 illustrates both ends of the connection 
corresponding to the diagram in Figure 4. In Figure 5, the remote end of the 
connection consists of a WAN switch 500, a customer router CR-X 124, and an 
ATM link 504 interconnecting WAN switch 500 and CR-Y 124. A similar BVI 
group may be used at the remote end of the connection to interconnect the 

1 0 LAN segments. The WAN switches may be interconnected by an ATM PVC or 
SPVC, depending on the particular ATM switching equipment used. 

Figure 6 is a network architecture diagram illustrating interconnection of 
the redundant telephony call processing hosts using the customer's 
interconnecting routers and WAN switches as described in Figures 4 and 5. 

15 Referring to Figure 6, remote sites 102 and 106 are interconnected via 
customer routers 124 and WAN switches 400, 500, 600, and 602. In this 
configuration, customer routers need to be modified in order to perform the 
bridging. 

In alternate implementation, bridging may be performed using an 
20 interconnecting customer network; however, the impact on the geographically 
distributed telephony call processing host is minimized. 
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Bridqinq Done in Customer's Equipment (Variant 2) 
In an alternate implementation, redundant telephony call processing 
hosts may be bridged by sharing the interconnecting WAN with a customer's IP 
overlay network. Figures 7 and 8 illustrate this bridging solution. In Figure 7, 
5 both LAN switch A 108 and router A 120 include Ethernet interfaces that 
connect with Ethernet interface on customer router A 124. Customer router A 
124 interconnects with a LAN switch 700 via an ATM PVC. In Figure 8, 
customer router A 124 and customer router A1 124 are interconnected via a 
WAN bridge implemented by WAN switches 700 and 800. Similarly, customer 

10 router B1 and 124 and customer router B 124 are interconnected via a WAN 
bridge implemented via WAN switches 802 and 804. The difference between 
the implementation in Figure 6 and Figure 8 is that in Figure 6, separate WAN 
and IP networks are used to interconnect routers and LAN switches at the 
remote ends of the connection. In Figure 8, all routers and LAN switches are 

1 5 interconnected over the same WAN backbone. Thus, the system illustrated in 
Figure 8 requires a reduced number of components than the system illustrated 
in Figure 6. The solution illustrated in Figure 8 is suitable when a customer's IP 
network is an overlay network over an existing WAN backbone. 

20 Bridging Using Isolation Routers 

Instead of using customer backbone equipment to perform bridging 
between redundant telephony call processing hosts, bridging may be 
performed in isolation routers (provided by the telephony equipment vendor as 
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part of the solution) used to connect remote sites 102 and 106 to an 
interconnecting network. Figure 9 illustrates exemplary bridging performed by 
isolation routers according to an embodiment of the present invention. In 
Figure 9, router A 1 10 is connected to WAN switch 900 in a customer's network 
5 over an ATM or frame relay link, rather than connecting to edge routers in a 
customer's IP network via Ethernet links as described in the solutions above. 
In order to implement bridging and isolation routers, integrate bridging and 
routing must be performed in router A 110, as shown in Figure 9. This means 
that incoming traffic on the Ethernet interface of router A 1 1 0 if destined for the 

10 192.168.200.x subnet is bridged over VPI.VCI equals 1 .100. If the traffic is not 
destined for this subnet, then it is routed over the other routing interfaces. 

Typically, the other routing interfaces denoted as "other VPl.VCIs" in 
Figure 9 are SPVCs used as point-to-point links to other routers. These 
interfaces are similar to the interfaces described above in Figure 5. Alternately, 

15 if WAN switch 900 can perform both switching and routing, then these 
additional SPVCs are not necessary. A single PVC, for example, 0.101, can be 
used for routed traffic. This interface constitutes a routed interface on WAN 
switch 900. Traffic to this interface is not directly relayed to an SPVC. Similar 
routing considerations may be applied to router A 114, router B 116, and router 

20 B1 120 illustrated in Figure 1. Exemplary isolation routers suitable for 
implementing the solution illustrated in Figure 9 are any of the routers available 
from Cisco Systems, Inc. and/or many other vendors. 
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Figure 10 illustrates an example of bridging using isolation routers 
according to an embodiment of the present invention. In Figure 10, bridging is 
performed using isolation routers 110, 114, 118, and 122. Each isolation router 
connects to a WAN switch 1000 located in the customer's WAN backbone. 
5 Thus, using the illustrated in Figure 10, bridging can be performed without 
requiring modification to routers in the customer's IP network. 

Network Addressing 
In general, IP addressing for network components of a geographically 

1 0 distributed redundant telephony call processing host preferably minimize the IP 
addresses consumed and the impact on the interconnecting routers. In 
addition, the IP addressing scheme is preferably easy to implement and 
transparent to application level software whether site redundancy is utilized or 
not. In order to implement these addressing rules, a classless addressing 

15 scheme using subnetting may be used. 

Figure 11 illustrates conventional subnetting. In Figure 11, a subnet 
mask 1100 may be applied to an IP address 1102 in order to implement IP 
subnetting. More particularly, subnet mask 1100 includes a first portion 1104 
consisting of all ones and a second portion 1106 consisting of all zeros. IP 

20 address 1102 is divided into a network part 1108, a subnet part 1110, and a 
host part 1112. Network part 1 108 identifies the network to which a packet is 
addressed. Subnet part 1110 allows a physical network to be divided into 
multiple subnets. Host part 1112 identifies the host on an individual subnet. 
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Subnet mask 1100 is AND with destination IP addresses in incoming packets 
and compared with the corresponding entries to determine a next top address 
for the incoming packet. 

While conventional subnetting allows IP addresses to include a network 
part and a subnet part, the present invention exemplifies an application-specific 
addressing schema that allows IP addresses to include a network part, a LAN 
part, and a side part. Figure 1 2 illustrates LAN/side subnetting according to the 
present invention. In Figure 12, a LAN/side subnet mask 1200 is applied to an 
IP address 1202 when comparing the IP address to routing table entries. 
LAN/side subnet mask 1200 includes a first portion 1204 that is all ones and a 
second portion 1206 that is all zeros used to mask out the host part of the IP 
address. Such a mask allows IP address 1202 to include a network part 1208, 
a LAN part 1210, a side part 1212, and a host part 1214. Network part 1208 
identifies the IP network, as subnet masks. LAN part 1210 identifies the LAN 
of a redundant telephony call processing host. Side part 1212 identifies the 
side, i.e., A or B of the LAN. Host part 1214 identifies the particular host on the 
particular LAN/side. 

LAN subnet mask 1 100 is also required in the exemplary implementation 
of redundant telephony call processing hosts as described herein. LAN subnet 
mask 1100 is used to distinguish between internal LAN subnets 1 and 2. 
LAN/side subnet mask 1200 is used to distinguish among the four 
combinations of the two LANs and the two sides. The two types of addressing 
are represented by one bit each in the subnet mask. When used together, the 
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two bits allow discrimination between four quadrants of the overall redundant 
telephony call processor address space: LAN 1/side A, LAN 1/side B, LAN 
2/side A, and LAN 2/side B. 

Either of the subnet masks illustrated in Figure 12 may be used for 

5 routing, depending on the network configuration. For example, the LAN/side 
subnet mask may be used in the customer's network routers to allow four way 
routing in the site redundancy case while the LAN subnet mask may be used to 
allow two way routing in a standard single site case. 

Two address spaces, each consisting of for example 64 continuous 

1 0 addresses may be reserved for implementing site redundancy according to the 
present invention. Reserving 64 addresses allows for a maximum of 62 
addresses on each of two LAN subnets (addresses with all ones or all zeros 
are not allowed). A host part address consists of a minimum five bit component 
plus a one bit side or site A/B indicator. For the indicator bit, a value of zero 

1 5 may indicate side A and a value of one may indicate side B. The two address 
spaces need not be contiguous with each other. However, each range of 64 
addresses is preferably on a multiple of 64 boundary (e.g.: 0, 64, 128, etc.) 
Within these ranges the corresponding side A and B components'will have 
addresses that are offset by 32 from each other. The number 64 is provided 

20 here as an example only. The actual number depends on the total number of IP 
addresses required by the telephony node as well as by all the additional 
equipment hosted on the two LANs. 
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IP Addressing Rules 
Exemplary rules for two LAN based addresses and two subnet masks 
may be as follows: 

1. For LAN 1, select a base address on an even boundary of 64, 
considering the entire 32-bit IP address to guarantee that the right most 
six bits are zeroes. 

2. For LAN 2, select a base address on an even boundary of 64, and that 
is greater than the base address of LAN 1 (this is to make sure that it is 
different than the LAN 1 value, and by convention will always be known 
to be greater). 

3. Express each LAN base address as XXX.XXX.XXX.XXX, where XXX is 
a decimal number between 0 and 255. 

4. Convert each of the addresses to a 32-bit binary number, find the right- 
most (low-order) 1-bit in either address. 
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able 1 : Subnet Mask Byte Values 



5. To define the LAN subnet mask: for the byte in which the right-most 1-bit 
occurs, use Table 1 to select the decimal value for that byte. For 
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example, if the right-most bit occurs in the "32" column, use the byte 
value of 224 for that byte. All bytes to the left of this byte will have a 
value of 255 (all 1 bits) and all bytes to the right will have a value of 0 (all 
0 bits). 

6. To define the LAN/side subnet mask: note that the base address of the 
A-side of each LAN is the same as the LAN base address and the B- 
side of each LAN is equal to the LAN base address plus 32. This 
means that the right-most bit of the base address is always in the "32" 
column of the right-most byte, so the byte value is always 224. As for 
the LAN subnet mask, all bytes to the left are 255. 
For example, assume the LAN 1 base address is chosen as 
192.168.200.0 and the LAN 2 base address is chosen as 192.168.200.64. the 
binary equivalents are: 11000000.10101000.11001000.00000000 and 
1 1 000000. 1 01 01 000. 1 1 001 000.01 000000. The right-most 1 -bit is in the "64" 
column, so the byte value is 192. The LAN subnet mask is 255.255.255.192, 
and the LAN/side subnet mask is 255.255.255.224. 

As an additional example, consider the case where in a site redundancy 
lab trial, a customer desires to use an existing set of network addresses with 
subnets identified as 1 72.25.21 6.0 and 1 72.25.21 7.0. These correspond to the 
LAN 1 and 2 base addresses, respectively. Using the subnet selection rules, 
the right-most 1-bit is in the LAN 2 address byte with a value of 217 (the binary 
for the whole address =101011 00.0001 1 001 .1 1 01 1 001 .00000000). Therefore 
the value from the table for the "1" column for this byte is 255, so the LAN 
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selection subnet mask is 255.255.255.0. The side A/B subnet mask is 
255.255.255.224. 



Exemplary Addressing Scheme 
5 An exemplary addressing scheme suitable for use with embodiments of 

the present invention is shown in Table 2. The given offsets are from the base 
address for each of LAN subnets, where each base address is a multiple of 64 
from 0 to 192, and the LAN 2 base address is larger than the LAN 1 base 
address. Devices used only in the site-redundancy configuration are shown in 
10 bold font. Addresses not explicitly defined are reserved for future use. In 
Table 2 and below, "VXi" and SXi" are trademarks that the assignee of the 
present invention uses for MGC and SIP call processing hosts. "IP7 SG" is a 
trademark that the assignee of the present invention uses for an SS7/IP 
signaling gateway. 
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Dial-in Router A (0/0) 


Dial-in Router A (0/1 ) 




7 








8 


IP7 SG Front End (dcm-1) e 


IP7 SG Front End (dcm-2) 




9 








10 


VXi Workstation A 






11 








12 


SXi Host A (hme0) c 


SXi Host A (qfeO) 




13 


SXi Host B (hmeO) 


SXi Host B (qfeO) 




14 








15 








16-31 
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B 


32 








33 


VXi Host B (hmeO) 


VXi Host B (qfeO) 




34 




VXi Active Host (VIP2) 




35 




TASB 




36 








37 


Isolation Router A1 (0/0) 


Isolation Router B (0/0) 




38 


Dial-in Router B (0/0) 


Dial-in Router B (0/1) 




39 








40 


IP7 SG Front End (dcm-3) 


IP7 Front End (dcm-4) 




41 








42 




VXi Workstation B 




43 








44 


SXi HostAI (hmeO) 


SXi HostAI (qfeO) 




45 


SXi Host B1 (hmeO) 


SXi Host B1 (qfeO) 




46 








47 








48-62 






Tab 


e 2: IP Addressing Device Offsets 



VXi MGC Default IP Addresses 
Default address assignments have been chosen to meet the above 
5 requirements; these addresses may have the following characteristics: 

• A class C network address is used; i.e., the high-order bits are "110". 
The standard network part of the address is 192.168.200.0. 

• The base addresses for the LANs are as shown in Table 3: 



10 



LAN 


Base IP Address 


1 


192.168.200.0 


2 


192.168.200.64 



Table 3: VXi Default LAN Base Addresses 



• Devices on LAN 1 have host addresses from 1-62, while devices on 
LAN 2 have host addresses from 65-126 (base address of 64 plus 
offsets of 1-62). Where there are corresponding devices on both 
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subnets, their addresses differ by 64, while side A and B devices on a 
given LAN subnet differ by 32. 
• For the site redundancy configuration, the four quadrants of the IP 
addresses have base addresses as shown in Table 4: 



LAN 


Side 


Base IP Address 


1 


A 


192.168.200.0 




B 


192.168.200.32 


2 


A 


192.168.200.64 




B 


I 192.168.200.96 



Table 4: VXi Default Site Redundancy Base Addresses 



# The default LAN subnet mask is 255.255.255.192 (this value can 
change according to the needs of the customer's network). 
1 0 • The default LAN/Side subnet mask is 255.255.255.224 (this will always 
be the value of this subnet mask as long as the six-bit host address is 
part is used). 

The default device addresses using this scheme for the VXi MGC 
network components are shown in Table 5 (devices shown in bold are present 
15 only in the Site Redundancy configuration). 



Side 


Device IP 


Subnet 1 
Device 
(interface) 






Subnet 2 
Device 
(interface) 


A 


192.168.200.1 


VXi Host A 
(hmeO) 




192.168.200.65 






192.168.200.2 


VXi Active 
Host(VIPI) 




192.168.200.66 






192.168.200.3 


TAS A 




192.168.200.67 






192.168.200.4 






192.168.200.68 
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192.168.200.5 


Isolation 
Router A (0/) 




192.168.200.69 




192.168.200.6 


Dial-In Router 
A (0/0) 


192.168.200.70 




192.168.200.7 




192.168.200.71 




192.168.200.8 


IP7 SG Front 
End (dcm-1 ) 


192.168.200.72 




192.168.200.9 




192.168.200.73 




192.168.200.10 


VXi 

Workstation A 


192.168.200.74 




192.168.200.11 




192.168.200.75 




192.168.200.12 


SXi Host A 
(hmeO) 


192.168.200.76 




192.168.200.13 


SXi Host B 
(hmeO) 


192.168.200.77 




192.168.200.14 




192.168.200.78 




192.168.200.15 




192.168.200. 




192.168.200.16- 
31 




192.168.200.79-95 




B 


192.168.200.32 






192.168.200.96 




192.168.200.33 


VXi Host B 
(hmeO) 


192.168.200.97 


VXi Host B 
(qfeO) 


192.168.200.34 




192.168.200.98 


VXi Active Host 
(VIP2) 


192.168.200.35 




192.168.200.99 


TAS B 


192.168.200.36 




192.168.200.100 




192.168.200.37 


Isolation 
Router A1 
(0/0) 


192.168.200.101 


Isolation Router 
B (0/0) 


192.168.200.38 


Dial-in Router 
B (0/0) 


192.168.200.102 


Dial-in Router 
B (0/1) 


192.168.200.39 




192.168.200.103 




192.168.200.40 


IP7 SG Front 
End (dcm-3_ 


192.168.200.104 


IP7 Front End 
(dcm-4) 


192.168.200.41 




192.168.200.105 




192.168.200.42 




192.168.200.106 


VXi 

Workstation B 


192.168.200.43 




192.168.200.107 




192.168.200.44 


SXi Host A1 
(hmeO) 


192.168.200.108 


SXi Host A1 
(qfeO) 


192.168.200.45 


SXi Host B1 
(hmeO) 


192.168.200.109 


SXi Host B1 
(qfeO) 


192.168.200.46- 
47 




192.168.200.110 




192.168.200.48- 
62 




192.168.200.111 










192.168.200.112- 
126 





Table 5: Factory Default IP Addresses 
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Figures 13 and 14 illustrate how subnet routing works with the default 
addressing scheme. Figure 13 shows the non-site redundant case, in which 
the customer's router distinguishes between the VXi internal LANs based on 
the LAN subnet mask. Figure 14 shows the site redundancy case, in which the 
5 customer's router distinguishes among the four combinations of LAN 1 and 2, 
side A and B, using the LAN/Side subnet mask. In both cases the logical AND 
of the router's subnet mask and an incoming packet's IP address will give a 
network number corresponding to one of the router's output ports, as shown. 
Although the examples described above illustrate splitting a redundant 

10 telephony call processor into geographically separate locations, the present 
invention is not limited to such an embodiment. In an alternate embodiment or 
implementation, an additional half node may be provided for2n+1 redundancy. 
The half node may be co-located with one of the telephony call processing 
hosts or geographically separate from all of the telephony call processing 

15 hosts. The half node is preferably capable of detecting failure of any of the 
telephony call processing hosts and taking over the operations of any of the 
telephony call processing hosts. Such redundancy provides a cost advantage 
over providing full redundancy at each location. 

Thus, the present invention includes methods and systems for providing 

20 redundant call processing hosts in geographically separate locations. Providing 
such hosts in geographically separate locations increases reliability and 
decreases susceptibility to network wide failures. Exemplary schemes for 
interconnecting the redundant sites include bridging using a customer's IP 
network, and bridging using a separate customer WAN. An addressing 
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scheme allows differentiation between LANs and sides of a redundant 
telephony call processing network architecture. 

It will be understood that various details of the invention may be 
changed without departing from the scope of the invention. Furthermore, the 
foregoing description is for the purpose of illustration only, and not for the 
purpose of limitation, as the invention is defined by the claims as set forth 
hereinafter. 



